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Motivation: Dynamic Access Control
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IF ChangeJobToAdmin(user) AND isReviewer(user) THEN
iIsAdmin(user)
NOT isReviewer(user)

ChangeJobToAdmin(fred) /\ isReviewer(fred)
—
{ +isAdmin(fred), -isReviewer(fred) }
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Example: Remove Admin
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Options: Total Failure
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with respect to number of rules
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explicit / less concurrency
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IF RemoveAdmin(u) THEN
NOT isAdmin(u)
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{ -isAdmin(fred) }



Extensions: Prioritization

Module High
IF ChangeJobToAdmin(user) AND isReviewer(user) THEN
ISAdmin(user)
N et Ese] { +isAdmin(fred), -isReviewer(fred) }
Module Mid
IF AddPaperReviewer(u1, p) AND isReviewer(u1)
AND isAuthor(u2, p) AND NOT Conflict(u1, u2) THEN
isPaperReviewer(u1, p)

|{ +isPaperReviewer(bob, iliad) } |

1

Module Low
IF RemoveAdmin(u) THEN
NOT isAdmin(u)



Extensions: Prioritization

Module High

IF ChangeJobToAdmin(user) AND isReviewer(user) THEN
ISAdmin(user)

NOT isReviewer(user) { +Admin(fred), -Reviewer(fred)

Module Mid

IF AddPaperReviewer(u1, p) AN

AND isAuthor(u2, p) AND NOT
isPaperReviewer(u1, p)

+PaperReviewer(bob, iliad) }

Module Low

IF RemoveAdmin(u) THEN
NOT isAdmin(u)




Extensions: Error Reporting

{ +isAdmin(fred), -isReviewer(fred) }

|{ +isPaperReviewer(bob, iliad) } |

{ -isAdmin(fred) }



Extensions: Error Reporting

{ +isAdmin(fred), -isReviewer(fred) }

|{ +isPaperReviewer(bob, iliad) } |

{ -isAdmin(fred) }



Extensions: Error Reporting

I

|{ +isPaperReviewer(bob, iliad) } |




Extensions: Error Reporting

{ +isPaperReviewer(bob, iliad),

+inconsistent(admin, fred) }




Future Work

- Comparing Concurrency



Future Work

- Comparing Concurrency

- Predicating Composition
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